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THE SARBANES-OXLEY ACT -
WILL (OR DOES) IT APPLY TO YOUR BANK?

ecause of their public trust, financial institutions have been and
B will continue to be government (both Federal and state) regu-

lated entities. With the services they provide and their role in
the local, state, and national economies and the financial services they
provide to the small and middle market businesses (the life-blood of
job growth and sustainment) the continued role of the regulatory bod-

ies is expected.

Due to recent years’ crises, in the financial markets, the SEC and the
government have put into effect new rules that must be followed by
SEC issuers — under legislation know as the Sarbanes-Oxley Act. The
FDIC (see Financial Institution Newsletter — FIL-17-2003) subsequently
followed up with rules that require certain non-SEC issuers (those
financial institutions with assets >$500 million) to abide by those rules
and encouraged institutions with assets less than $500 million to con-

sider the rules.

In FIL 17-2003 the FDIC stated “certain
provisions of the Sarbanes-Oxley Act mirror
existing policy guidance related to corporate
governance that the FDIC and the other
banking agencies have issued. Other provi-
sions of the Sarbanes-Oxley Act represent

sound corporate governance practices”.

(Continued on page 2)

COSO - Internal Control Integrated Framework

COSO defines five interrelated components of internal control:
the control environment,
risk assessment,
control activities,
information and communication,
and monitoring.

The Control Environment is sometimes described as the “conscience”
of an organization. This concept refers to the business environment in
which individuals with differing responsibilities conduct an organization’s

business and comply with their internal control obligations.

Risk Assessment requires the identification, assessment and review of
relevant risks that an organization does or might face. Organizations will
be required, after identifying the relevant risks, to determine if sufficient
controls apply to particular risk areas and to correct any inadequate

controls.

In this issue of Bank Control Quarterly, we will examine the Control Envi-
ronment and Risk Assessment components of the COSO framework.

We will overview the other components in future issues.

(Continued on page 2)

Where Do We Go From Here?

Standard No. 2 — If you are an SEC registrant you probably cuss
and cringe at those words. You are thinking “What benefit am |
getting out of all this?”; “lts going to cost how much?” and “Because

S arbanes-Oxley, Section 404, COSO, PCAOB, SEC, Auditing

you are my external auditor | can’t even ask your opinion!”

If you are a non-SEC bank you are thinking “I don’t know what all the
fuss is about” or “Thank goodness it’s them and not us.” However, be
careful, what goes around comes around or in the Banking industry
trickles down. Remember what they are going through now you will

probably go through later.

So, where do we go from here? In my opinion we go back to the
common sense way of auditing. The way we have audited since our

inception and that is “Risk Based Auditing.”

The Risk Based Audit, which focuses on both recorded and unre-
corded risk, was designed to improve financial statement assurance
and the financial statement reporting process. The Risk Based Audit
focuses on business risk and the processes for controlling those risks.
Under this common sense approach, the higher the risk area, the more

audit time and client controls are required.

WorldCom, Enron and Sarbanes-Oxley changed financial reporting
forever and “Risk Based Audit” seemed to be taboo. Back were the
days of detailed substantive audit procedures on every financial state-

Risk Based Auditing (Continued on page 5)

Who Are We?

Nichols, Cauley & Associates, LLC is a premier provider of
audit and related services for financial institutions. Our team
of Certified Public Accountants, Certified Internal Auditors,
Certified Valuation Analysts, Certified Financial Planners®
and Business and Financial Advisors can assist Financial Insti-

tutions with audit and other related issues and questions.

One of the purposes of our newsletter is to exchange infor-
mation with you in matters that may be beneficial to your
financial institution. In this edition and future editions we will
include topics that address questions being asked by our fi-

nancial institution clients.

Should you have questions or comments concerning this

newsletter or wish to have a topic covered in future editions
please email us at info@bankaudit.com or call us at 800-823-
0117. Please visit our websites at www.nicholscauley.com or
www.BankAudit.net to learn more about Nichols Cauley and

the services we offer.
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Sarbanes-Oxley Act  (Continued from page 1)

Several state Departments of Banking and Finance are reviewing these
rules and are considering some actions that will require or encourage

certain regulations of the Sarbanes-Oxley Act to be followed.

One of the most significant and talked about sections of the Sarbanes-
Oxley Act is Section 404 — “Management Assessment of Internal Con-
trol”. Large financial institutions that are SEC issuers have already been
required to implement Section 404 with the remainder being required

to implement and report at December 31, 2006.

Under Section 404 there are many requirements that must be followed
on both an annual and quarterly basis. Preparation time for all issuers is
extensive and a top-down look at the control environment in which the

entity operates is required.

From our prospective, the immediate benefit of the Sarbanes-Oxley Act
and specifically Section 404 is the heightened awareness of internal
controls — not only for SEC issuers but also for nonpublic entities. A
properly functioning internal control environment will strengthen the
quality of the financial information provided to management and the

board of directors for making business decisions.

Is compliance with Section 404 of the Sarbanes-Oxley Act going to
meet its objective? Will the Act or certain sections be modified?
Will there be a “trickle down” effect to other entities and non-SEC
issuers? Will regulated entities that are non-SEC issuers be re-
quired (rather than encouraged) to follow the Act or certain sec-

tions of the Act?

These are questions which remain to be answered at this time.

COSO (Continued from page 1)
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Control Environment

Five Components of Internal Control

Control Environment — The Foundation of Internal Controls

The control environment is often referred to as “The tone at the Top”.
The control environment is initially set when the organization is formed
and it sets the foundation for all other controls. The following is an

example of what is included in the control environment:

The vision and values of the entity as communicated (verbally and
non-verbally) by the board of directors and management.

Integrity, ethical values and management philosophy.
Operating style of the board of directors and management.

Personnel and Human Resource policies and strategies.

Organizational structure
Delegation or assignment of responsibilities

Commitment to Competence

Material deficiencies in the control environment are hard to overcome with
entity or activity level controls.

Risk Assessment — Your Objectives and the Risk of Achieving or
Not Achieving those Objectives

Risk assessment first begins with management determining the specific
business objectives at the entity level and the business process level.
Once those objectives are established the risk associated with achieving
or not achieving those objectives is established. Risk is assessed by
management by considering the consequences of the risk and the likeli-
hood of the specifically identified risk occurring. Areas with increased
risk in your financial institution may include business processes that
require an estimate (such as allowance for loan losses), a financial state-
ment line item that is material or could be material to the overall finan-

cial condition of your bank, areas with limited segregation of duties, etc.

To assess where your bank is at in the COSO — Internal Control Inte-
grated Framework you must consider all components and realize that a
“cookie cutter” approach will not work in all areas of your bank. If,
based on your initial assessment, your are deficient in or have not con-
sidered certain of the components we would encourage you to take

actions to strengthen the component.

If your bank has an adequate internal control structure you should
consider:

Are you adequately monitoring your control activities to determine
the effectiveness of your internal controls?

Have you considered the business objectives and assessed the risk
associated with those objectives?

Are you communicating effectively to your employees and col-
leagues their role in the internal control structure?

Are you educating your employees on why controls are important
and what are some of the controls that are applicable to your bank?

Nichols, Cauley & Associates, LLC

External Audit Internal Audit Outsourcing

SOX 404 Documentation and Testing

Tax Advisory and Preparation




Bank Control Quarterly

Audit Risk Alert—T ool for Audit Concerns

The Bank, Credit Union, and Other Depository and Lending The Home Mortgage Disclosure Act Update
Institution Industry Developments — 2004/05 — Audit Risk The SEC's Regul ation B

Alert provides a valuable tool for banking management to ad-
dress areas of audit concern. This paperback booklet issued by
the AICPA helpsto identify significant business risks that may o o
be incurred and provides information about emerging practice To order the Audit Rlsk Alert call 888-777-7077 or visit the
issues and current accounting, auditing and regulatory devel- AICPA store at www.aicpa.org.

opments.

New Accounting pronouncements and Other Guidance

The Alert includes information on:

Current Industry and Economic Auditing Considerations New Team Members

Mortgage-Backed Securities and Related Products
Credit Quality and the Variable Rate Receivable

Loan Commitment I ssues ; . X
. High School and is attending Macon State Col-
Purchasing L oans Under SOP 03-3 lege majoring in Business Finance. She is the
Credit Loss Allowance Update Office Assistant for Nichols, Cauley Financial
FASB No 140 Loan Participations and Amendment topic — Services, LLC.
Mind Your Qs and SPEs

Fraud, Errorsand lllegal Acts

illary Smith is a native of Warner Robins,
GA. She graduated from Houston County

eslie Nichols is from Warner Robins,
Georgia. She is attending the University

Regulatory Highlights of Georgiaand is pursuing a degree in account- |
Check 21 — It's Finally Here ing. Ledlie is interning in the Warner Robins
XBRL Developments office.

Deferred Compensation Arrangements

The buzz from our financial institutions clients
(SEC and non-SEC issuers) is the applicability
of a risk assessment model and its uses in de-
veloping control activities and aiding in the tim-
ing and depth of their monitoring proce-

dures. Financial institution and other businesses
understand specific control activities (due to
regulations) but are looking for ways to score
risk from both an overall basis and specific risk

“Everyday management and Boards
of Directors are faced with decisions
that will affect the profitability of their
bank. Risks are in every segment of
a bank's operations. A bank takes
risk everyday in its loan portfo-
lio. However, one area that a bank
should minimize risk is in its interest
rate exposure. You can always have of each transaction cycle or specific ac-

an opinion about which way rates are count. Risk assessment involves many terms
moving and when - but you never that are familiar and not so familiar to our clients. The FDIC, AICPA, SEC

P : and other regulatory bodies provide definitions and information on various
EZ?’,’V' Don't risk the bank on this types of risks and their specific applicability to entities.

- Chris Milton, CPA, CIA, CGAP

A risk assessment model for one financial institution will not be the same
as other institutions due to differences in the geographical areas of opera-
tions, types of customers served, sources of funds and personnel. Over-
all your risk assessment model should be tailored to your financial institu-
tion and should be used in or considered in (not all inclusive):

Developing control activities - whether board approved policies or
management directives.

Training and retraining efforts of employees.
Potential changes in your operating structure, environment or prod-
ucts.

Monitoring aspects of your specific control activities including your
scope and timing.

- William C. Sammons, CPA, CFP®
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“This past year has been one of
change, learning and frustration
for many of us in the Banking
industry. It does not matter if
you are a banker, attorney, certi-
fied public accountant or consult-
ant the burden of regulations and
standards continues to increase
and the cost of compliance taxes
the human resources and finan-
cial resources of us all. How-
ever, | have observed that the vast majority of the folks
I work with have managed the change and have contin-
ued to provide excellent service to their customers and
clients. When our team members are given the oppor-
tunity to choose the industry they wish to be a part of

the banking industry is always at the top. This is a tes-
tament of the quality of folks working in this industry
and | am glad to be a part of the banking industry team.

The audit committee is rapidly becoming one of the
most important and time consuming committees that a
bank director can serve on. The audit committee du-
ties continue to expand as the committee is expected
to become more and more responsible for the financial
reporting activities of the Bank. An excellent tool for
understanding the duties of the audit committee is the
AICPA Audit Committee TOOLKIT. | would suggest
that if you serve on the audit committee of your bank
you should visit the AICPA website http://
www.aicpa.org/audcommctr/homepage.htm for a copy.”
- Marlan Nichols, CPA, CVA, CFP®

“Financial Institutions and businesses in
general are at the pinnacle of a dramatic
shift in the manner corporate governance,
ethics, risk management, risk assessment,
and compliance are viewed. Integrity
driven performance is a fundamental com-
ponent of this shift. The Sarbanes-Oxley
Act has established new guidelines that
have become accepted standards through-
out the business world. Many companies
have taken “quick-fix” approaches to com-
pliance with the Act. This approach may save money in the short
run, but could prove disastrous in the long run. A proper and cost
effective approach must involve automated, streamlined, and se-
cure processes. Nichols, Cauley can not only help you with compli-
ance with the Act, but can also help your company add value as
well.”

All in the Family

- Todd Giddens, CPA

AICPA Nationa Banking School
Six of our team members recently attended the 2005 AICPA National
Banking School. The courseis a perfect blend of technical and practical
applications that are invaluable to practicing accountants and bankers.
The speakers were al knowledgeable, and their topics were very applica
ble to the current banking industry and operating environment.

The banking simulation gives a“hands on” experience in running a bank.
Through the simulation one learns “by experience” how all the depart-
ments of abank are interrelated and work together. | am aformer bank
director and served on the executive committee of a small locally owned
bank for over 15 years. The simulation is as close to real world banking as
you can get without being there. The simulation is atremendous learning
tool. | highly recommend it for bankers of all experience levels.

Running abank is ateam effort. Each simulation bank has a5 person
management team. In order to succeed, your management team must
function effectively. Indirectly, the simulation brought home the point
that the most important asset in a bank and in any other organization is
human capital- your employees. - Todd Giddens, CPA
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Risk Based Auditing (Continued from page 1)

ment line regardless of the risk or materiality. Also back were large audit-
ing fees with very little perceived value received by the Bank.

There was the impression that auditors under Section 404 and the new
PCAOB Auditing Standards No. 2 should apply the provision of the standard

in a rigid manner that discourages the use of judgment in the audit.

The Securities and Exchange Commission (SEC) and the Public Company
Accounting Oversight Board (PCAOB or Board) however, have been listen-
ing and on April 13, 2005, the SEC hosted a Roundtable on Implementation
of the Internal Control Reporting Provisions. The roundtable participants
expressed concerns about the compliance costs of 404 and offered com-

ments on how the implementation process can be improved.

In response to the April 13, 2005 roundtable the PCAOB issued the staff
questions and answers dated May 16, 2005 which is available at
www.pcaobus.org. In addition in a simultaneous press release dated May 16,
2005 the SEC issued its response to the roundtable which is available at

www.sec.gov/news/press/2005-74.htm.

Key excerpts of the PCAOB and SEC’s responses follow:
PCAOB response:

“The Policy Statement expresses the Board's view that, to properly plan and
perform an effective audit under Auditing Standard No. 2, auditors should —

integrate their audits of internal control with their audits of the client's
financial statements, so that evidence gathered and tests conducted in the

context of either audit contribute to completion of both audits;

' exercise judgment to tailor their audit plans to the risks facing individ-
ual audit clients, instead of using standardized "checklists" that may not
reflect an allocation of audit work weighted toward high-risk areas (and

weighted against unnecessary audit focus in low-risk areas);

use a top-down approach that begins with company-level controls, to
identify for further testing only those accounts and processes that are, in
fact, relevant to internal control over financial reporting, and use the risk
assessment required by the standard to eliminate from further consideration
those accounts that have only a remote likelihood of containing a material

misstatement;

' take advantage of the significant flexibility that the standard allows to
use the work of others; and

' engage in direct and timely communication with audit clients when
those clients seek auditors' views on accounting or internal control issues
before those clients make their own decisions on such issues, implement

internal control processes under consideration, or finalize financial reports.”

This guidance clarifies the PCAOB’s position and allows the Top-down
approach sequence in which the auditor focuses early in the process on
matters, such as company-level controls, that can have an effect on the
auditor’s later decisions about scope and testing strategy. This approach
also helps the auditor to identify and eliminate from further consideration
accounts, disclosures, and assertions that have only a remote likelihood of
containing misstatements that could cause the financial statements to be

materially misstated.

SEC Response:

“We wish to make clear that these actions are not the end of the process.
The Commission staff will continue to monitor the implementation of the
internal control reporting requirements, particularly for smaller public com-

panies and foreign private issuers. In addition, because of the importance we
place on effective and efficient implementation of Section 404, we believe

the following broad concepts bear mention at this time.

' Although it is not surprising that first-year implementation of Section
404 was challenging, almost all of the significant complaints we heard related
not to the Sarbanes-Oxley Act or to the rules and auditing standards imple-
menting Section 404, but rather to a mechanical, and even overly cautious,
way in which those rules and standards apparently have been applied in
many cases. Both management and external auditors must bring reasoned
judgment and a top-down, risk-based approach to the 404 compliance proc-
ess. A one-size fits all, bottom-up, check-the-box approach that treats all
controls equally is less likely to improve internal controls and financial re-
porting than reasoned, good faith exercise of professional judgment focused

on reasonable, as opposed to absolute, assurance.

' In future years we expect the internal control audit to be better inte-
grated with the audit of a company's financial statements. If management and
auditors can achieve the goal of integrating the two audits, we expect that
both internal and external costs of Section 404 compliance will fall for most

companies.

' Internal controls over financial reporting should reflect the nature and
size of the company to which they relate. Particular attention should be paid
to making sure that implementation of Section 404 is appropriately tailored
to the operations of smaller companies. Again, this is an area where rea-
soned judgment and a risk-based approach must be brought to bear. We
continue to be actively engaged in projects to evaluate and assess the effects
of the internal control reporting rules on smaller companies. In addition to
delaying the implementation of those rules for smaller companies, we have
encouraged the Committee of Sponsoring Organizations (COSO) of the
Treadway Commission to develop additional guidance in applying its internal
control framework to smaller companies. We have established the Commis-
sion Advisory Committee on Smaller Public Companies to consider the
impact of Commission rules - including the internal control reporting rules -

on smaller companies.

' We encourage frequent and frank dialogue among management, audi-
tors and audit committees with the goal of improving internal controls and
the financial reports upon which investors rely. Management of all compa-
nies - large and small - should not fear that a discussion of internal controls
with, or a request for assistance or clarification from, the auditor will, itself,
be deemed a deficiency in internal control. Moreover, as long as manage-
ment determines the accounting to be used and does not rely on the audi-
tor to design or implement the controls, we do not believe that the audi-
tor's providing advice or assistance, in itself, constitutes a violation of our
independence rules. Both common sense and sound policy dictate that
communications must be ongoing and open in order to create the best
environment for producing high quality financial reporting and auditing;
communications must not be so restricted or formalized that their value is

lost.

The entire financial reporting community, including investors, auditors,
management, and regulators, shares the common goal of improving the
reliability of financial reporting and the information available to the market.
With the experience of the first round of Section 404 implementation, we
should continue to focus on the lessons learned and ways to improve the
process going forward. Section 404 is too important not to get right, but
getting it right requires both effective and efficient implementation.”

Section 404 is not going away and will probably be required even
in non-SEC Banks. For example Alabama is moving in this direc-
tion with some of its banking legislation. Where are we going
from here — we are going to a “Risk Based Audit” which addresses

business risk.
Please visit www.pcaobus.org for the detailed guidance issued by the
PCAOB.
Please visit www.sec.gov/news/press/2005-74.htm for detailed guid-
ance issued by the SEC.

All materials presented is for general information only and should not be acted upon without further details and/or professional assistance.

Atlanta 800-823-1224

Warner Robins 800-823-0012

Dublin 800-823-0117
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“Likeit or not, the Sarbanes-Oxley Act of 2002 is serious stuff. Asthis publication goesto
press, ajury in Alabamais deliberating the fate of Richard Scrushy, former CEO of Health-
South Corp. While Scrushy faces numerous charges, one charge falls under the Sarbanes-
Oxley Act of 2002. The charge relates to Scrushy’s sign-off on an allegedly false financial
statement. Thistrial marksthe first time a chief executive officer has been tried under the Sar-
banes-Oxley Act of 2002.” - Cal Brantley, CPA, CVA, CFP®

" With the changes in today's financial and regulatory environment every Bank should have
ongoing education for its Directors. On July 15 and 16th, | will be teaching 2 sections at the
Community Bankers Association of Georgia's Director's College on " Audit Committee Struc-
ture and Responsibility” and "Audit Risk Management". Please consider enhancing your Di-
rector's bank knowledge with educational courses through your Banking Associations or with
in-house training. We have begun on-going education and training at some of our Bank client's
audit committee meetings with positive feedback from management and the Board members.
The TONE AT THE TOP iscritical in the success of today's financia institution.”

- TimVeal, CPA, CFP®

Seminars

Our Firm will be offering a series of QuickBooks courses and other seminars such as Budgeting in a Stra-
tegic Environment. The courses will be offered in Atlanta, Warner Robins and Dublin. These courses may
be desired by your customers. If you would like additional information on these courses for employees or
customers of your bank please contact us at info@bankaudit.net or 800-823-0117. These courses can
be offered at other locations upon request. A schedule of courses can be obtained at

www.BankAudit.net.




